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AUDIT OBJECTIVES

The objectives of this audit were to determine
whether the contractor (M/A-COM, Inc.)
complied with contract requirements for
Phase One development of the Statewide
Wireless Network and whether the Office for
Technology effectively  monitored the
contractor’s performance.

AUDIT RESULTS - SUMMARY

In 2005, the New York State Office for
Technology (OFT) contracted with M/A-
COM, Inc. to develop and operate a Statewide
Wireless Network (Network) for emergency
communications  between public safety
agencies on the State, local and federal levels.
The contract covers a 20-year period with an
expected cost of up to $2.005 billion if all
Regional Build-outs are accepted by OFT.
There are 12 separate regional acceptances.
The State may or may not accept each region
one at a time. According to the contract, the
Network is to be fully operational by July 19,
2010.

The contract requires M/A-COM to develop
and operate the Network in three phases. In
Phase One, M/A-COM was to make the
Network operational in two western counties
by December 19, 2006. We found that, as of
June 30, 2008, the Network was not yet
operational in these two counties. As a result,
the project was at least one and one-half years
behind schedule. In part, the project was
delayed because it took longer than expected
for M/A-COM to acquire sites for the
Network’s communication towers and obtain
the required environmental approvals for
these sites. In its response to the State’s
Request for Proposal for the contract, M/A-
COM claimed to have extensive experience in
the site acquisition process. We therefore
believe M/A-COM had a responsibility to
complete the process in a timely manner.

Further delays in project implementation
resulted because the Network failed its full-
scale operational tests in September 2007.
Numerous operational deficiencies were
identified during this testing, and a second
round of testing had to be performed in April
2008. However, it was determined that a
number of significant deficiencies continued
to exist. While OFT officials have neither
accepted nor rejected the second round of
testing, they scheduled yet a third round of
technical testing for July 2008.

If this third round of technical testing is
deemed unsuccessful, OFT officials do not
plan to advance to Phase Two of the contract
with M/A-COM. If this third round of
technical testing is deemed successful, OFT
plans to bring in Users for a third round of
operational testing.  This third round of
testing will culminate with OFT making a
final accept or reject decision on the Primary
Region Build-out no later than August 29,
2008.

We identified a number of weaknesses in the
Network  development process  and
recommend that OFT address these
weaknesses before the project moves forward.
For example, Network testing was not
properly planned or implemented, and the
needs of the public safety user agencies were
not fully taken into account during the
Network design and development process. In
fact, representatives of some of these user
agencies felt their time and resources were not
used effectively in both the first and second
rounds of operational testing because
insufficient preparations had been made for
the testing by OFT and M/A-COM.

Under the contract, the State is not obligated
to make any payments to M/A-COM until the
Primary Region is completed, tested and
accepted by OFT. If Phase One is not
accepted by OFT because it does not meet
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contract requirements, the State may
terminate the contract without reimbursing
any of M/A-COM’s costs. It is thus critical
that OFT appropriately assess the adequacy of
M/A-COM’s Phase One work and not accept
the work unless it fully meets all contract
requirements.

Our report contains six recommendations
regarding the Primary Region Build-out. In
response to our draft report OFT officials
stated that they agree with our
recommendations and have taken steps to
implement them as appropriate.

M/A-COM officials did not respond to our
draft report but informed us previously that
they believe our report to be inappropriate and
unfounded.

This report dated August 21, 2008, is
available on our website at:
http://www.osc.state.ny.us. Add or update
your mailing list address by contacting us at:
(518) 474-3271 or

Office of the State Comptroller

Division of State Government Accountability

110 State Street, 11" Floor

Albany, NY 12236

BACKGROUND

The New York State Office for Technology
(OFT) is charged with coordinating New
York State's vast technology resources by
establishing, overseeing, managing,
coordinating and facilitating the planning,
design and implementation of the State’s
common technology networks.

In 2005, OFT contracted with M/A-COM,
Inc. to develop and operate a Statewide
Wireless Network (Network) for emergency
communications. The contract covers a 20-
year period with a not-to-exceed price of
$2.005 billion if all regional Build-outs are

accepted by OFT. There are 12 separate
regional acceptances. The State may or may
not accept each region one at a time. The
contract is a lease-purchase agreement, and at
the end of the 20-year period, the State will
own the Network. However, at any point
during the contract term, the State reserves
the right to purchase the system in whole or in
part.

The Network, when completed, is required to
cover nearly the entire geographic area of the
State and provide infrastructure for
communications  between public safety
agencies on the State, local and federal levels.
Communication infrastructure items include
communication towers, transmission sites and
equipment, and antenna support structures.

According to OFT, the Network will replace
aging communications infrastructures that are
badly in need of modernization. Preliminary
planning for the Network began in 1996
within the Division of State Police. A single
shared statewide network strategy was
developed to make it possible for
participating agencies to function
independently and autonomously during day-
to-day operations and to immediately
communicate interoperably during a crisis. A
shared network approach may also provide
cost advantages over multiple single agency
systems by reducing the amount of
infrastructure required to support the large
number of users in the State.

The Network will function as a shared two-
way radio system to provide the State’s first
responders (i.e., police, fire and medical
personnel)  with a common radio
communications platform to share critical
information through voice communication
and digital data to meet the demands of day-
to-day and crisis operations. State agencies
such as the Division of State Police, the
Department of Transportation, and the
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Department of Correctional Services will be
required to use the Network. Local
government and public safety agencies will
not be required to use the Network, but may
opt to, and are encouraged, to do so.

Three levels of participation will be available
to local Network users. A Level 1 partner
will share Network infrastructures, such as
towers, but will not actually access the
Network. A Level 2 partner will be able to
communicate with the Network through their
existing legacy networks. A Level 3 partner
will use the Network as their radio
communication infrastructure (SWN Users)
and will have the benefit of sharing Network
frequencies and files with other Network
Users, and maintaining control over talk
groups. All participating State agencies will
be SWN Users. OFT has implemented a
formal outreach program to encourage local
participation, and M/A-COM and OFT have
implemented a training plan for Network
Users.

To access the Network, Level 3 users will
have to purchase their own radio equipment.
According to estimates developed by the
Office of the State Comptroller, this
equipment could cost State agencies as much
as $260 million and local governments as
much as $530 million. This $790 million in
equipment costs must be added to the $2
billion in contract costs when calculating the
total cost of the Network to State taxpayers.

This equipment can be purchased from M/A-
COM; however, to promote competition and
thereby lower equipment prices, M/A-COM is
required by the terms of the contract to
pursue in good faith at least two other radio
manufacturers who would agree to purchase
its technology and produce and sell subscriber
equipment compatible with SWN. According
to OFT, M/A-COM has identified two other
manufacturers who are willing to offer the

equipment to Network Users. However,
formal contracts will not be executed with
these manufacturers until the successful
completion of Phase One of the Network.

The contract requires M/A-COM to develop
and operate the Network in three phases. In
Phase One, M/A-COM is to make the
Network operational in a designated two-
county area (Erie and Chautauqua Counties in
Western New York, also known as the
primary region). M/A-COM is to design the
Network in those two counties, acquire the
sites for the communication towers that will
be needed to make the Network operational in
those counties, construct the towers if they are
not already in place, install radio receiving
and transmitting equipment on the towers, test
the functionality of the Network with State
and local users, and obtain OFT’s approval
for that portion of the Network. To obtain
this approval, M/A-COM must meet the
functional specifications contained in the
contract. In addition, although not formally
part of Phase One, M/A-COM is also
simultaneously  upgrading an  existing
emergency communication system (Metro 21)
covering the New York City region.

According to the contract, the Phase One
build-out was to be completed by December
19, 2006. Once the build-out was
successfully completed, M/A-COM was to
develop an engineering design for the entire
Network, using its Phase One design as a
model. M/A-COM was to submit this final
design for OFT’s approval by July 19, 2007.

In Phase Two, which is to be completed by
July 19, 2010, M/A-COM is to make the
Network operational in the remaining 11
regions of the State. In Phase Three, M/A-
COM is to provide ongoing Network
maintenance and technology updates for the
duration of the contract (until September
2025).
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Under the contract, the State is not obligated
to make payments to M/A-COM until a (the
Primary) region is completed, tested and
accepted by OFT. The lease payment for
each region will be the portion of the not-to
exceed contract amount that reflects the
percentage of effort and infrastructure
equipment that was needed to successfully
meet the functional requirements for the
accepted region.

However, if Phase One is not accepted by
OFT because of a failure on the part of M/A-
COM to meet the contract’s specifications,
the State may terminate the contract (for
cause) without reimbursing any of M/A-
COM’s costs and may recoup its own
expenses incurred during the unsuccessful
build-out. If OFT terminates the contract
without cause (e.g., for convenience), the
State must pay M/A-COM for its incurred
costs. OFT is responsible for monitoring
M/A-COM’s implementation of the contract
and for ensuring that only valid reimbursable
costs are claimed for reimbursement.

In response to our discussion document, M/A-
COM  officials disagreed with  our
characterization of the State’s payment and
termination rights, but did not offer any
contradictory evidence.

This is our second in a series of audits
addressing the Statewide Wireless Network.
Our first audit, issued on August 29, 2007,
addressed Network outreach and training
activities.  The audit found that OFT’s
outreach to potential Network Users was
carried out in accordance with contract
requirements, but the required training plan
had not yet been fully developed. In this
audit, which was performed in consultation
with the Office of the State Comptroller’s
Bureaus of Contracts and State Expenditures,
we address M/A-COM’s implementation of

Phase One activities and OFT’s monitoring of
this implementation.

AUDIT FINDINGS AND
RECOMMENDATIONS

Compliance With Contract Requirements

M/A-COM was required by the contract to
complete Phase One of the Network by
December 19, 2006. We found that, as of
June 30, 2008, M/A-COM had yet to
complete Phase One because the Network in
the two-county primary region had yet to pass
its operational tests and be accepted by OFT.
The Network failed its first round of testing in
the Fall of 2007 because of numerous
operational deficiencies, and OFT had yet to
formally accept or reject the second and third
rounds of testing held in April 2008 and July
2008 respectively. We observed the second
and third rounds of testing and noted that the
Network continued to perform poorly in many
respects.

OFT is committed to making a final accept or
reject determination regarding the Primary
Region Build-out by August 29, 2008.

As a result of the delay in the implementation
of Phase One, the entire project is at least one
and one-half years behind schedule. We also
found that if the deficiencies noted in M/A-
COM’s preliminary engineering designs are
not corrected, the final engineering design
may not meet contract requirements. We
recommend significant improvements be
made in the Network development process.

Phase One Progress

The contract was approved on September 19,
2005. According to the contract, M/A-COM
had until December 19, 2006, a period of 15
months, to complete all the activities involved
in implementing a successful Phase One
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build-out. M/A-COM did not meet this
requirement. M/A-COM  submitted a
preliminary Network design for the two-
county area by the date specified in the
contract (March 2006), acquired sites in these
counties for communication towers, and
installed radio equipment on the towers.
However, it did not initiate operational testing
until September 2007, nearly nine months
after such tests were to have been successfully
completed and the results accepted by OFT.

According to the contract, acceptance testing
must include both technical and operational
testing. Technical testing is to be conducted
by M/A-COM and is to address such
performance issues as site functionality, area
coverage, and the ability of the Network to
recover from simulated failures. Operational
testing is to be performed under the
supervision of OFT in conjunction with
Network Users (State and local government
agencies) and is to determine whether the
Network functions as intended (successful
build-out) or problems need to be corrected.

The first round of operational testing was not
initiated until September 4, 2007 and was not
completed until October 3, 2007. During this
period, the Network did not perform as
intended, as numerous operational
deficiencies were identified, particularly in
Erie County, where radio reception was often
poor or nonexistent.

At the conclusion of this round of operational
testing, M/A-COM conducted an analysis of
the reported problems and worked with OFT
and the test participants to develop a list of
issues that had to be addressed. After M/A-
COM informed OFT that these issues had
been addressed, and submitted a signed
affidavit affirming that the Network was
ready for another round of operational testing,
a second round of testing was initiated on

April 14, 2008 and completed on April 30,
2008.

We accompanied the first responders (i.e.,
police, fire and medical personnel) during this
round of testing and observed that the
Network continued to perform poorly in many
respects. As was the case in the first round of
testing, there  were unclear  voice
communications, unacceptable tower
downtime, inoperable portable radio devices,
and delays when handing off signals between
tower sites. As a result, OFT officials
scheduled a third round of technical testing
for July 2008 to determine whether the issues
identified during the second round of testing
have been successfully resolved by M/A-
COM. We accompanied OFT and M/A-COM
representatives during this third round of
technical testing and observed several of the
deficiencies identified during the first and
second rounds of testing continued to exist.
As such, OFT did not hold a third round of
User testing to avoid Users from devoting
their time and resources testing a system that
is not ready for implementation. OFT
officials stated that they would render an
opinion on the acceptability of the Network’s
performance and their acceptance of the
Primary Region Build-out by August 29,
2008.

We asked OFT officials why the operational
testing had been delayed and did not begin
until the Fall of 2007. The officials stated
that there were numerous reasons. First, the
site acquisition process was delayed,
primarily because it took longer than expected
to negotiate leases for the tower sites and
complete the rigorous environmental reviews
required by the New York State
Environmental Quality Review Act. Further,
the concurrent enhancement to the NYS-
based Metro-21 System also was a
contributing factor as it steered resources
away from the Primary Region.
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OFT officials noted that some lease
negotiations were prolonged because the site
owners sought specific terms and conditions,
and some acquisitions were opposed by the
landowners, local governments and local
communities. They also noted that some of
the delays in the environmental reviews were
caused by third parties who were responsible
for obtaining information needed for the
reviews.

Although M/A-COM officials consider OFT
and the State responsible for these delays, we
note that M/A-COM, in its response to the
State’s Request for Proposal for the Network
contract, claimed to have extensive
experience in the site acquisition process.
M/A-COM even provided a detailed plan for
that  process. This  plan included
environmental reviews and considered such
factors as zoning and other such restrictions.

In its response to the Request for Proposal,
M/A-COM stated that it would use a
subcontractor with *“considerable experience
in the rapid deployment of communications
system infrastructure, having pioneered
several site acquisition techniques that allow
the meeting of aggressive schedules . . . [and]
has proven its ability to employ those
techniques . . . in the State of New York and
other northeastern States . . . .” Based on this
response, many of the problems encountered
in the Phase One site acquisition process
should not have been expected to occur.

OFT officials also identified other reasons for
the delays, such as software bugs, Network
and subscriber equipment configuration
problems, and site performance issues
experienced during the operational testing.
They also noted that the software code
installed for subscriber radios did not reliably
support a number of critical user functions,
such as emergency button functionality and
roaming between sites. They further noted

that, during the operational testing,
deficiencies were identified in M/A-COM’s
project management processes and its
technical support for the User agencies.

We also met with representatives from the
four major State agencies that were involved
in the operational testing (i.e., Division of
State Police; Office of Parks, Recreation and
Historic ~ Preservation;  Department  of
Environmental Conservation; and Department
of Transportation). They told us that, in their
opinion, the Network was not ready for
operational testing in the Fall of 2007 because
some of the tower sites were not completed
and the required technical testing had not
been performed beforehand. The officials
said that many of the problems identified
during the operational testing (e.g.,
interference and tower handoff issues) could,
and should, have been identified and resolved
by M/A-COM prior to the first round of
operational tests.

The agency officials noted that the first round
of operational testing took place without, or at
the same time as, technical testing, and this
tied up critical agency resources because
agency staff involved in the testing could not
be deployed at their usual duties while M/A-
COM tried to resolve various technical
problems. They noted that the first round of
operational testing would not have taken so
long to complete (30 days) if the technical
testing had been completed earlier in the
process. (We note that the contract does
allow OFT a minimum of 30 days to perform
operational testing.) The Users also noted
that it cost their agencies a combined total of
more than $250,000 in overtime and other
costs to participate in both rounds of testing
as a result of all the personnel and equipment
that was tied up for those weeks.

On May 7, 2008, subsequent to the second
round of testing, officials from three of the
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four agencies, each with public safety
responsibilities, told us that they would not
risk asking their staff to do their jobs with the
Network as it performed during the testing.
These officials noted that OFT may not be
fully able to assess the Network’s
performance from a public safety perspective
because OFT is a technology agency, not a
public safety agency. They believe public
safety issues would be better addressed if a
public safety agency, such as the New York
State Office of Homeland Security, well
versed in the day to day as well as potential
needs of public safety personnel, were at least
partly responsible for overseeing the
implementation and operation of the Network.

OFT acknowledged that “many of the
problems and challenges presented during the
first round of testing were related to the
overlap between technical and operational
testing . . . .” According to a document
prepared by OFT, “the staged testing
approach was adopted to accommodate an
aggressive  schedule to complete site
construction and perform acceptance testing
before year end and, in particular, before
winter weather set in.” OFT added that, due
to the compressed schedule, they had little
time to assess the success of the technical
testing prior to or during the operational
testing. With respect to the second and third
rounds of testing, OFT officials noted that
M/A-COM had submitted signed affidavits
affirming that the Network was ready to
undergo operational testing.

Network Users told us that, while their
agencies were involved in the Network
development process from the onset, they do
not believe their needs, concerns and
comments were given the consideration
necessary to result in a successful build-out.
While regular telephone conferences were
held with User groups since the project’s
inception, formal meetings with Users,

discussing the details of their needs and
concerns, did not commence until March
2007 at which time OFT supervisory
personnel began attending.

During the Phase One build-out, M/A-COM
has also been wupgrading an existing
emergency communications system (Metro
21) in New York City. It was planned that the
upgrade would be completed by February 1,
2008. The upgraded system was first tested in
December 2007, and while it performed better
than the Network in Erie and Chautauqua
Counties, there were still problems, such as
interference and a lack of reception in some
areas. According to the Users, they noted
improvements in system performance in April
2008 but still did not feel it was ready for
implementation.

Engineering Design

M/A-COM is required by the contract to
develop a Network engineering design that
sets forth the blueprint by which the entire
Network will be developed. This engineering
design must meet certain specifications that
are described in the contract, and a
preliminary engineering design was to be
submitted to OFT by March 19, 2006.

We found that the preliminary engineering
design was submitted to OFT on March 17,
2006, as required. However, OFT’s analysis
of the preliminary design indicated that if
unchanged, the final engineering design
would not comply with certain contract
requirements. For example, OFT noted that
the preliminary design incorporated and relied
upon block diagrams that did not provide the
detail required under the contract. OFT also
noted that, in the preliminary design, M/A-
COM assigned staffing levels to the project
that were inadequate for both the current and
future projected work levels.
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The final engineering design was to be
submitted to OFT by July 19, 2007. We
found that what M/A-COM classified as a
final design was submitted on this date, as
required. However, we question whether any
engineering design submitted before the
completion of acceptance testing can be
considered a “final” design. There can be no
assurance a design is effective, and therefore
final, until the operational tests have been
passed. According to the contract, the final
engineering design was to be submitted after
successful  operational  testing. We
recommend OFT not accept the final
engineering design until it meets all contract
specifications and all acceptance testing for
Phase One is successfully completed.

In response to our draft report, OFT officials
reiterated that they do not consider the
engineering design submitted by M/A-COM
on July 19, 2007 to be the “final” design as
required by contract. OFT has submitted two
rounds of comments to M/A-COM on the
submitted design and have set a deadline of
October 1, 2008 to either accept or reject it -
and that failure to accept the design means the
project will not proceed to Phase 2.

Agreed Upon Testing Procedures

According to the contract, before acceptance
testing begins, M/A-COM is to submit to
OFT a set of agreed upon testing procedures
and these procedures are to be used by OFT
when it evaluates the results of the testing.
We found that M/A-COM submitted such
procedures to OFT on July 18, 2007, seven
weeks before the first round of acceptance
testing began in September 2007. However,
OFT did not complete its review of the
procedures before acceptance testing began.
In fact, OFT had not completed its review of
the procedures until June 2008, after M/A-
COM submitted updated procedures as a

result of the failed initial round of operational
testing.

We recommend OFT ensure that all testing
procedures are thoroughly reviewed before
any further acceptance testing is performed.
In the absence of such a review, there is no
assurance the testing process will accomplish
its intended objectives. If the Primary Region
is successful, it is expected that the future
testing in, and build-out of, the other regions
will be successful as well. Therefore, it is
particularly critical that the testing process for
the Primary Region accomplish its intended
objectives, since OFT’s acceptance of the
Network in those two counties will most
likely lead to the State moving forward with
the project.

We also found indications the testing
procedures submitted by M/A-COM may not
be adequate. OFT hired an outside
engineering firm to provide input on the
testing procedures submitted by M/A-COM
and the firm identified the following areas of
possible concern:

e the categories of testing identified in
the procedures were not complete;

e the level of detail in the testing
procedures was inadequate, as there
were missing procedures, missing
resource requirements, missing
documentation, missing test
equipment definitions, and missing
scheduling requirements;

e the coverage test plan indicates that
testing will start before all sites in a
test area are completed, causing ripple
effects of changes that may be made
as the remaining  sites are
implemented; and

e the risks of moving ahead with the
current schedule and level of
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documentation are “very high and
could lead to additional costs, delays
and potentially inaccurate test results,
which would be detrimental to the
reputation of the Network and could
put Users of this network and the
citizens they serve at risk.”

In response to our discussion document, M/A-
COM officials stated that there are no
deficiencies in their design of the Network as
evidenced by the coverage test results
analyzed by the State’s consultant. This
analysis has not yet been made available to
the audit team. However, we did meet with a
representative from the State’s consultant
after the third round of technical testing who
indicated that in his opinion the system was
not ready to move forward at this time.

We recommend OFT ensure that all
deficiencies in the proposed testing
procedures are remedied before any further
acceptance testing is performed. We also
recommend OFT ensure that M/A-COM’s
Phase One work fully meets all contract
requirements before accepting the work.

Recommendations

1. Ensure that M/A-COM’s Phase One work
fully meets all contract requirements
before accepting the work and before
accepting M/A-COM’s final engineering
design.

2. If M/A-COM’s Phase One work is
accepted by August 29, 2008, and M/A-
COM moves on to Phase Two of Network
development:

- Require M/A-COM to initiate the site
acquisition process, and in particular,
enter into tower lease negotiations,
well in advance of the need to begin
Network construction in those areas.
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- Ensure that all site installations and
technical tests are completed before
scheduling any further operational
tests involving the Users.

- Ensure that User agency needs and
concerns are adequately addressed in
the Network design and development
process.

3. To address the concerns of User agencies
with  public safety responsibilities,
consider partnering with the New York
State Office of Homeland Security or
other major public safety agency to
oversee the Network’s implementation
and operation.

4. If by August 29, 2008 the third round of
acceptance testing is deemed
unsuccessful, consider terminating the
contract with M/A-COM and soliciting
another vendor to develop and implement
SWN.

In response to our draft report, OFT officials
informed us that they agree with the above
recommendations and have taken steps to
implement them as appropriate. For example,
OFT has communicated with M/A-COM to
inform them that they will not accept the
Primary Region Build-out if M/A-COM does
not fully meet contract requirements and
technical specifications. Further, OFT staff
has refined testing procedures since the initial
round of testing, and have implemented
several initiatives to engage Users and
address their concerns in a more responsive
way.

Contractor Oversight

OFT is responsible for monitoring M/A-
COM’s implementation of the contract and
for ensuring that M/A-COM complies with all
contract requirements. To monitor M/A-
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COM’s performance, OFT officials regularly
meet with officials from M/A-COM and with
officials from the User agencies. We
reviewed the minutes from these meetings.
We also reviewed records of the
correspondence between OFT and M/A-
COM, and met with officials from the user
agencies.

We found that OFT has been in regular
contact with M/A-COM. We also found that
OFT officials were concerned about M/A-
COM’s lack of progress early in the Network
development process and expressed these
concerns to M/A-COM. For example, in
April of 2006, M/A-COM asked for
clarification regarding certain aspects of the
communications towers. OFT responded that
this request was not done in a timely fashion
and that it was M/A-COM's responsibility to
look into industry standards, which contained
those clarifications and that the standards had
been available since August 2005.

Despite its concerns, OFT was unable to get
M/A-COM to improve its performance, and
time frames were repeatedly pushed back.
OFT officials noted that, since M/A-COM
was not getting paid until Phase One was
accepted, they could not withhold contract
payments to penalize M/A-COM for its
delays.

We found that OFT held periodic meetings
and telephone conferences with User groups
since contract inception. However, regular
formal biweekly meetings with Users did not
begin until March 2007 when OFT
supervisory-level personnel began to attend.

Regular contact with the users is vital to
ascertain their specific needs and concerns
regarding Network development. As was
previously noted, the Users do not believe
their needs, concerns and comments were

given the consideration necessary to result in
a successful build-out.

M/A-COM is also required by the contract to
submit various progress reports to OFT. For
example, monthly build-out reports are to be
submitted describing the Network
development  activities  to-date  (site
acquisition, tower construction, etc.), and
monthly and quarterly financial reports are to
be submitted describing the expenses incurred
to-date by M/A-COM in developing the
Network.

Because the contract provides for a Not-to-
Exceed price, the progress reports are
important for the State, because they help it
protect its interests. For example, the build-
out reports enable the State to monitor the
adequacy of Network development and the
financial reports enable the State to track and
assess the reasonableness of the expenses
claimed by M/A-COM on the project.

We reviewed the progress reports submitted
by M/A-COM. We found that they were
submitted on time. We also found that the
information in the build-out reports complied
with contract requirements. However, the
information in the financial reports did not
comply with contract requirements. These
reports followed the formats prescribed by the
contract (e.g., they contained the required co-
location revenue and operating expense
categories), but they did not contain any
financial information. Instead, zeros were
shown in all the financial categories.

According to the contract, if M/A-COM does
not meet the reporting requirements, it can be
fined $5,000 per business day. OFT was not
pursuing such fines, because M/A-COM will
not receive any payments until Phase One
work is accepted by OFT and M/A-COM can
be terminated as the contractor if the work is
not accepted.

Report 2007-R-7
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However, we note that, under the contract, the
fines could be applied against any future
payments. While the fines would be
irrelevant if the contract were terminated, they
would not be irrelevant if M/A-COM’s Phase
One work is accepted and the contract
proceeds to Phase Two. We therefore
recommend OFT start imposing the penalty if
the financial reporting requirements are not
met.

In addition, the contract requires that M/A-
COM staff assigned to the project possess the
credentials and experience necessary to
develop a project of this size and complexity.
Each M/A-COM employee assigned to the
project must be licensed in his/her area of
specialty (e.g., civil or structural engineering),
and each must possess two years of relevant
on-the-job experience.

When we asked OFT officials whether they
had verified M/A-COM staff qualifications
for contract compliance, we were informed
that although the resumes for each assigned
staff are submitted to OFT, OFT does not
verify the information on the resumes. As a
result, there is no assurance the M/A-COM
staff assigned to the project do, in fact,
possess the required credentials and
experience.

In response to our discussion document, M/A-
COM officials informed us that they were
preparing a response to address the above-
noted issues regarding progress reports.
However, as of this report date, none had
been provided.

Recommendations

If it is decided to continue with M/A-COM on
to Phase Two:

Report 2007-R-7

5. Impose the financial penalties allowed by
the contract if M/A-COM does not
comply with its reporting requirements.

6. Verify the credentials and experience of
the M/A-COM personnel assigned to
Network development and have them
removed from the project if they do meet
the requirements specified in the contract.

In response to our draft report, OFT officials
informed us that they agree with the above
recommendations and will impose the noted
financial penalties if M/A-COM does not
adhere to the reporting requirements. Further,
they will enforce the contract requirement that
M/A-COM  staff possess the  proper
credentials and experience.

AUDIT SCOPE AND METHODOLOGY

We conducted our audit in accordance with
generally accepted government auditing
standards. We audited OFT’s administration
of its contract with M/A-COM for the
development and operation of the Statewide
Wireless Network, focusing on Phase One of
the contract. Our audit covered the period
September 19, 2005 through July 25, 2008.

To accomplish our objectives, we interviewed
officials at OFT, M/A-COM and selected
Network user agencies. We reviewed the
contract and other relevant documents
maintained by OFT and M/A-COM, such as
minutes of meetings, correspondence, and
monthly activity reports required under the
contract. We also visited selected tower sites,
and accompanied OFT and M/A-COM staff
during system testing. In addition, we
consulted with officials from the Office of the
State Comptroller’s Bureau of Contracts and
Bureau of State Expenditures.

In addition to being the State Auditor, the
Comptroller  performs  certain  other
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constitutionally and statutorily mandated
duties as the chief fiscal officer of New York
State. These include operating the State’s
accounting system; preparing the State’s
financial statements; and approving State
contracts, refunds and other payments. In
addition, the Comptroller appoints members
to certain boards, commissions and public
authorities, some of whom have minority
voting rights. These duties may be
considered management functions for the
purposes of evaluating organizational
independence under generally accepted
government auditing standards. In our
opinion, these functions do not affect our
ability to conduct independent audits of
program performance.

AUTHORITY

The audit was performed pursuant to the State
Comptroller’s authority under Article V,
Section 1 of the State Constitution, and
Article 11, Section 8 of the State Finance Law.

REPORTING REQUIREMENTS

We provided a draft copy of this report to
OFT and M/A-COM officials for their review
and comment. Their comments were
considered in preparing this report and are
included in their entirety as Appendix A.

Within 90 days of the final release of this
report, as required by Section 170 of the
Executive Law, the Chief Information Officer
of the Office For Technology shall report to
the Governor, the State Comptroller, and the
leaders of the Legislature and fiscal
committees, advising what steps were taken to
implement the recommendations contained
herein, and, if not implemented, the reasons
therefor.

CONTRIBUTORS TO THE REPORT

Major contributors to this report include
William Challice, Frank Patone, Stu Dolgon,
Sal D’Amato, Anthony Carlo, Kamal
Elsayed, Margarita Ledezma and Dana
Newhouse.

Report 2007-R-7
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APPENDIX A - AUDITEE RESPONSE

AUG-B6—2088 B85:81 PM STATE.AUDIT. BEUREAU 518 474 4271 F.B2

MEW YOMK STATE OHIERF INFORMATION OFFICER

A
HEW YORK STATE OFFICE FOR TECHNDLOGY

David A, Paterson STATE OF NEW YORK Dr. Melodie Mayberry-Stewan
Governor Stete Capitel P.O. Box 2062 Chief nformetion Officer and
no Albany, NY 12220-0062 Diractor of Offics for Technology

August 7, 2008

Mr. Frank Patone, CPA

Audit Director

Office of the State Comptrollar

Division of State Governmant Aceountabllity
110 State Street, 1 1% Floor

Albany, New York 12236

Rer  Response to Stalewids Wireless Audit Report {2007-R-7)

Dear Mr. Patone:

Thank you for the opportunlty to comment on the draft Audht Report 2007-R-7 Statewide Wireless
Network: Phose One Development, We appreclate the opportunity fo wark with your staff on previous
drafts to guaronfes the Informaton [n your report is occurate. Also, we value your participation during
our network testing In April and July 2008 to verify that sur lesting procedures and prototols are
transparent and occurotely capture Information fo ossess the conditlon of the network, We agree with
you == New York State owes Its first responders ond taxpayers & radic communlcations systom that Is
reliable during day-to-day and emergency operotions thraughout the state and het Interoperablllty
between first responders of the state ond local levels.

Below is our response to each of the recommendations outlined In your report;

1. Emsure that M/A-COM's Phose One work fully meets oll contrac? requirements before accepting the
work and before nceepting M/A-COM's linal engineering design.

We agree with the recommendatlen. CIC/OFT has been conslstent in cammunicoting to M/A-COM
that our agency will not accept the Primary Region bulld out area or the stotewlde enginaering
deslgn If M/A-COM dees not fully meel ol contreact requirements and Is In complionce with tha
technical specifications outlined In the contract. The stotewlde final enginsering deslgn was
submitted to CIO/OFT by July 19, 2007. Howsver, contrary to the oplnion expressed In your
report, the engineering design was not consldered 1o be final by the CIO/OFT. Since recelving ihe
engineering design and priot to any acceptance, CIO/OFT has submittad two rounds of comments
te M/A-COM pertaining to our concerns with the design, The State set a deadline of October 1,
2008 fo elther accept or reject the M/A-COM's Statewlde Enginesring Deslgn based on the
responses 1o the concerns we provided. Fallure to accept the englneering design means the project
wlll hot procead to Phase 2, which was fo bulld out the remginder of the Siate.

CIO/OFT SWN Audit Report Response 2007-R-7
Poge | of 4

* See State Comptroller’s Comments, page 18
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2. If M/A-COM's Phote One work it accepted by Avgust 29, 2008, ond M/A-COM mover on fo Phose
Twa of network development;

o Require M/A-COM lo inlligte the sile acquisitian process, and in parlicular, snter Infe
tower lopse negoligtions, well in advance of the need to bagin Network construction in
thete areos.

i. We ggree with the recommendation. We hove reviewed and enhanced the
procedures and controls 1o ensure M/A-COM Is working off the same projeet
plon os the SWN team. Tosks required to acquire site are reviewed well in
odvance, In addition, the SWN toam has developed o stronger community
outreach progrom to alert stote und local staksholders regarding pre-
planning for their systems, if the State should move forward ofter Phase 1.

b, Ensure that ol site installations and technical tests are compleled bafore scheduling any
further oparational tests Involving the Users.

l. We ogree with the recommendgtion. CIO/OFT has worked diligently te refine
all testing proceduras since the Infol round of festing that occurred In
September 2007. One malor Improvement, besed upon Input from
porticipating public sofety users, wos to Incorporate o seporate internal reund
of festing referred to os the System Integration Test [SIT} which Is conducted by
the CIO/OFT staff prlor to lurning the system over 1o the users for User
Operational Testing. This odditlonal step provides an additenal reund of
testing ond volidation prior 1o user testing. In addition, CIO/OFT engaged on
Independent Validation and Verification (IV & V) firm, Federal Englneering, te
conduct o separate and additional test of the netwerk prier to making It
available to the users.

Il The System Integration Testing (SIT) conducted in July 2008 revealsd the
network remaing deficient and In need of further remediation. While the tests
for roverage and follated coverage were successful and passed, several
critical lssues regording equipment rellobility, in-bullding coverage and
network performonce remained unresolved. Also, new problems surfaced.
Based on these results, CIO/OFT dld not want to engage users In any further
testing, This would not have proved frultful given the old and new problems
discovered during the third round of internal testing by the CIO/OFT team and
the Independent Yerlfication and Vaelldation firm (Federal Engineering).
Subsequently, users were not azked to conduct their user operctional testing,
thereby saving them meney and time.

¢. Ensure thaf User ogency needs and concernt are edequately addressed in the nefwork
design and development process.

. We ogree with the recommandation. CIO/OFT have implemented several

Initiatives fo enguge the users tnd to oddress thelr concerns In o more
responslve way, The SWN team meets regularly with the yser communlity,
Weekly meetings have been held for olmost o year with particlpating public
safety user agencles to obtain their parspectives, feedback and fo oddress
concerns oboyt the new system. The public sofety entities are a critical
component to testing and deploylng the netwerk. They are mere fully
engaged In testing, deploying, and operating the Network. In additlen, 18
these meetings, CIO/OFT holds bl-weekly meetings with key stakeholders
{Divigion of the Bydget, Office of the Stote Controller, state agencles,

CIO/OFT SWN Audlt Report Responss 2007 -R-7
Page 2 of 4
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Legislotive staff and Legislators, Executive Chamber and Division of Homeland
Socuril_y], to discuss prolect stotus and current Issuas and chailenges In o effort
to provide more fransparency regarding the status of the preject. Information

shared at these meetings s olso distributed to members of the SWN Advisory
Committee.

3. To address the cancerns of User agencies with public saloty respomsibilities, consider perinering with the
New York State Office of Homelond Security or other major public sofely ogancy lo overtcs the
Network's implemantation end operation.

I Wa ogres with this recommendation, While CIO/OFT Is the respensible agency

for deploying o statewlida wirsless network, the agency works very clesaly with the
Stote Offics of Homaland Securlty to diligantly facus on ensuring SWN meets the
needs of our public safety personnel and other staje employees who wilj use the
network, An Inspector with the New York State Poltes s astignad fuli-time to the
project and Is collocated with the SWN program office to strengthen the working
relotionship between the State Police ond the SWN technlcal team. - Public safety
agencles regularly attend our 8i-Waekly mestings held with the State Leglslature,
Office of the State Comptroller, the Budge! Division, other Stata sgencies and
members of the Execuilve Chamber to share the most current Informatlon and to
discuss project Issues and challenges, This etfort to pravide more povernance and
oversight has resulted In more transparency regarding the project In which the
vender Is also present to pravide a status of s octivitles.

4. Itby Avgus! 29, 2008 the third round of acceptance testing is desmed unsuecessful, comid
terminating the confract with M/A-COM and soliciting enother vandor fo develop and imploment SWN,

agr e r endotion, The third round of internal System
Integratian Testing (SIT) and our IV & V Independent testing wos conducted In late
July 2008. The tasting did not pass CIO/OFT's System Integration Testing nor the
IV & V't testing. Several critical Issues were not resolved and new equipmant
problems emerged durlng the testing. Glven thase poor results, CIO/OFT did net
desm It necessary to Inltiate the third round of User Operatlonal Testing and
subsequently postponed the test. Terminating the contract ond sollciting another
vendor Is one of several options under evaluation. A final detision to accept or
refect the Primary Region Bulld Out area will be recommended by CIO/OFT no
later than August 29, 2008.

5. Impose the financial penallios allowad by the confract if M/A-COM dows not comply with ity reporting

Report 2007-R-7

I We agreg with this recommandation. CIC/OFT will Impose flnanclal penaliles if

M/A-COM daes not adhere to its reparting requirements, In addition, ClIO/OFT
acknowledges your support in offlrming our pesltion that M/A-COM Is obligated
to supply requested and raquired financlal Information, Sheuld M/A-COM not
provids the Information in ¢ {imely monner os requested, penalties will be Imposed
as stated In the contract,

CIO/OFT SWN Audlt Report Response 2007-R-7
Page 3 of 4
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6, Varily the credentlsl and experiences of fhe M/A-COM persennel ossigned 1o network developmant
and have they removed from the projoct if they do (not) maet the requiretnents specifisd in the
eontroc),

i Yo ogree wlith the recommandenian, CIO/OFT ¢ontlnues to Inglst M/ACOM
provide a telented and qualifled workforce for the project, CIO/OFT will enforce
this provision of the contract 1o ensure thet M/A-Com staff possesses the proper
credentlals and experlence,

CIO/OFT has one finel clariflcation regarding the financial commitment of the Siote, Thare Is ne
provision in the SWN Contraet that commits the State to the entire $2 billlon upon acceptance of the
Primary Reglon, There are 12 separate rogional acceptonces, The State may or may not accept edch
reglon. Lecse payments ore flad to the acceptance of soch region one at a time. In short, if the
Primary Reglon Is accepted on August 29, 2008 ond the project moves forward to Phase 2, M/A-COM
will not be pald for any region that does not meet the high quallty public sofety stendards required
ocross the State and o3 documented In the contract, .

In eoncluslon, we appreclate the professionallsm displayed by your auditors during this engagement
and leok forward to working with you In the futyre. For further dssistance regarding our response,
please contact Julle Lesper-Evans of our Risk ond Audit Team at 473-B995/473-0234 or amall her gt
julle.evans@oft.state.ny.us,

' A

Melodle Mayberry-Stadart

Sinceraly,

ce:  Lynn Martin, OSC
Jenathan Spanes, CIO/OFT
Sylvia Hamer, Executive Chamber
Julle Leoper-Evons, CIO/OFT
Rico Singleton, CIQ/OFT
Catherlne Durand, CIO/QFT
Thomas Lukacs, Division of the Budget

CIO/OFT SWN Audit Repert Response 2007 -R-7
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APPENDIX B - STATE COMPTROLLER’S COMMENTS

1. OFT officials disagree with our report
inference that a final engineering design
was submitted by M/A-COM on July
19, 2007. We have revised page 9 of
the report to illustrate their position on
the submitted design.

OFT officials note that the State is not
committed to the entire $2 billion
project upon acceptance of the Primary
Region. We have revised report pages 2
and 3 to reflect this fact.
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