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Division of State Government Accountability

State of New York
Office of the State Comptroller

August 22, 2011

Ms. Gladys Carrión, Esq.
Commissioner
New York State Office of Children and Family Services
52 Washington Street
Rensselaer, New York 12144

Dear Ms. Carrión:

Following is our report of the Security Controls over Mobile Devices at the Office of Children 
and Family Services. Confidential child welfare data is at risk.  The Local District staff are using 
unsecured laptops and word-processing keyboards.  We were able to access progress notes, 
pictures of injuries related to case investigations and files related to court petitions and medical 
requests on unsecured mobile devices.  

We urge you and your managers to take action on the report’s recommendations and make the 
needed changes. If you have any questions about this report, please feel free to contact us. 

Respectfully submitted,

Office of the State Comptroller
Division of State Government Accountability

Authority Letter
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State of New York
Office of the State Comptroller

EXECUTIVE SUMMARY

Audit Objective

Do security controls over mobile devices protect sensitive child welfare data from unauthorized 
access? 

Audit Results - Summary

Confidential child welfare data is at risk of being viewed by unauthorized users.  We were able 
to access progress notes, pictures of injuries related to case investigations and files related to 
court petitions and medical requests.

The Office’s Information Security Officer and the Information Security Unit are responsible for 
the security of this data and should provide guidance and direction to ensure proper security 
controls are implemented. We found Local District staff are using unsecured laptops and word-
processing keyboards.  Further, they are storing confidential child welfare information on this 
equipment. Local District staff are also using the devices in public areas increasing the risk of 
unauthorized access to confidential information. Numerous word-processing keyboards, which 
may contain unencrypted confidential data, are missing.  Further, information technology 
staff at some Local Districts are not aware if their mobile devices are encrypted or not.   The 
Information Security Officer has not provided adequate guidance or training to Local District 
staff regarding the security of child welfare data on mobile devices to ensure all Office-provided 
laptops are encrypted.

Our report contains six recommendations for the Office and Local Districts to improve controls 
over mobile devices.

This report, dated August 22, 2011, is available on our website at http://www.ocs.state.ny.us.
Add or update your mailing list address by contacting us at: (518) 474-3271 or 
Office of the State Comptroller
Division of State Government Accountability
110 State Street, 11th Floor
Albany, NY 12236

Executive Summary
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Introduction

The Office of Children and Family Services (Office) provides a system 
of family support, juvenile justice, child care, and child welfare services 
that promotes the safety and well being of children and adults. The Office 
funds and supervises 59 Local Districts that provide these services.

Local District staff use a variety of mobile devices including laptops, 
Blackberries, word-processing keyboards (Quick Pads and Alpha Smarts) 
and digital voice recorders to help complete their job duties, whether in 
or away from the office.  These devices allow staff to record confidential 
information such as casework information and progress notes, and 
store pictures related to investigations, files related to court petitions 
and medical requests. In addition, staff can use these devices to access 
the Office’s child welfare application, CONNECTIONS, as well as other 
Office network resources.

According to sections 136, 372(4) and 422(4) of the Social Services Law, 
information relating to public assistance and care, children, and children’s 
protective services held by public agencies is deemed to be confidential 
and protected by law.  Further, the Office has regulations which specifically 
set forth procedures for safeguarding this confidential information 
maintained by the Office, Local Districts and other authorized agencies. 

In 2007, the New York State Office of Cyber Security established 
encryption standards for protecting State data stored on laptops. State 
agencies were required to implement these Standards by December 
31, 2008. Further, the Office of Cyber Security’s Cyber Security Policy 
(Security Policy) states that agencies should take steps to adequately 
secure data whenever laptops are used.  The Security Policy applies to 
State entities, staff and all users who have access to or manage State 
information, including outsourced third parties.  

The Office previously addressed the security of information stored on 
laptops.   In a report issued to the Governor in 2006 titled: Portable 
Information Technology Pilot Program Report to the Governor and 
Legislature, the Office stated “data that can remain on portable devices 
poses new risks” and “encryption of all remotely stored data is essential.” 
In the same report, the Office stated that they anticipated the deployment 
of encryption software on laptops that were in the field.

Background

Introduction
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The security over these mobile devices is especially critical in light of a 
recent report of social security numbers illegally accessed from computers 
belonging to contractors working for a New York State agency. 

We did our performance audit according to generally accepted 
government auditing standards.  We audited selected aspects of the 
security controls in place over mobile devices for the period April 15, 
2010 through November 24, 2010.  We sought to determine whether the 
security controls over mobile devices protect sensitive child welfare data 
from unauthorized access.

To accomplish our objective, we reviewed Office policies and procedures 
for securing mobile devices. We interviewed Office and Local District 
technical staff responsible for mobile devices and operations. We visited 
10 of 59 Local Districts.  These included Allegany, Fulton, Jefferson, 
Montgomery, Orange, St. Lawrence, Schoharie, Warren and Westchester 
Counties and New York City. We judgmentally selected Local Districts 
based on risks identified from mobile device surveys sent to all Local 
Districts, as well as inventory reports of encrypted devices received 
from the State Office for Technology. At each Local District visited, we 
selected a judgmental sample of mobile devices to review based on the 
devices available and the inventory listings, where available.  We used 
various tools and techniques to evaluate the security controls, specifically 
encryption and software update settings, on the devices.  

In addition to being the State Auditor, the Comptroller performs certain 
other constitutionally and statutorily mandated duties as the chief fiscal 
officer of New York State.  These include operating the State’s accounting 
system; preparing the State’s financial statements; and approving State 
contracts, refunds, and other payments. In addition, the Comptroller 
appoints members to certain boards, commissions and public 
authorities, some of whom have minority voting rights. These duties 
may be considered management functions for purposes of evaluating 
organizational independence under generally accepted government 
auditing standards. In our opinion, these functions do not affect our 
ability to conduct independent audits of program performance.

This audit was done according to the State Comptroller’s authority as 
set forth  in Article V, section 1 of the State Constitution and Article II, 
Section 8 of the State Finance Law.

Audit Scope and 
Methodology

Authority
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We provided a draft copy of this report to Office officials for their review 
and comment.  Their comments were considered when preparing 
this report and are included at the end of the report.  Although Office 
officials do not agree with all aspects of our findings, they have taken 
steps to implement the majority of our recommendations.   We provided 
clarification where necessary for the Office.  The Office agrees with the 
two recommendations for Local Districts.

Major contributors to this report include: David R. Hancox, Brian Reilly, 
Nadine Morrell, Claudia Christodoulou, Jennifer Van Tassel, Corey 
Harrell and Randy Rose.

Reporting 
Requirements

Contributors to 
the Report
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Audit Findings and Recommendations

We were able to access confidential information, including pictures of 
injuries related to investigations, progress notes, and files related to court 
petitions and medical requests, from mobile devices being used by staff 
at the Local Districts.  Furthermore, we found three Local Districts were 
missing over 100 devices that could contain unencrypted caseworker 
data.

Local Districts use numerous mobile devices including laptops, word-
processing keyboards, digital voice recorders, and Blackberries.  Local 
District staff use these devices to record case information and access the 
CONNECTIONS application. The Office should require Local Districts 
to ensure devices that contain child welfare data are secure.  Yet we found 
many devices are not secured from unauthorized access.  The Office has 
provided limited guidance to Local District staff to ensure these devices 
have adequate security controls.  Further, the Office is not aware of all 
mobile devices the Local Districts are using and, in some cases, Local 
District IT staff are not aware of their own mobile device inventory.

Local District staff use Office-issued laptops and word-processing 
keyboards as well as devices they purchase themselves.  Laptops issued 
by the Office are imaged and managed by the Office for Technology.  The 
image includes the operating system and software for the laptop.  Local 
District staff can have the Office for Technology image put on the laptops 
they purchase as well.  The current image includes full disk encryption.  
However, the Office does not require Local District staff to encrypt 
laptops without the Office for Technology image. Requiring this would 
protect the data stored on them from being read by an unauthorized user.  
The Office does require users, including those at the Local Districts, 
to implement other security controls such as installing antivirus and 
firewall software before granting them access to Office networks and/or 
applications.

During our site visits, we found child welfare data resided on unencrypted 
mobile devices and is not protected against unauthorized use. These 
include Quick Pads, Alpha Smarts and laptops with and without the 
Office for Technology image. There is a high risk an unauthorized user 
can obtain confidential information from these devices. This risk is 
further increased since some Local District staff connect the laptops to 
public wireless networks.  We found:

Mobile Devices 
Are Not 
Protected 

Audit Findings and Recommendations
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•	 Unencrypted child welfare information on 14 laptops, some of which 
are used outside the Local District offices, at two Local Districts: 
Montgomery and Westchester counties. This information included 
investigation pictures, case notes, medical requests, police escort 
requests, school records and court petitions.  Pictures on one 
laptop dated back to October 2009 and another laptop contained 
over 100 images. Additionally, we identified other laptops that did 
not have proper security settings in place.  Although these devices 
were encrypted, some were missing security updates and none of 
the ones we reviewed had screensavers with password protection. 
The Information Security Officer should be providing guidance and 
direction to the Local Districts so that all devices being used have 
appropriate security controls in place.

•	 Eighteen of 91 Quick Pads at four Local Districts: Jefferson, Orange, 
and Westchester counties and New York City Administration 
for Children’s Services, contained confidential data about case 
investigations including names, phone numbers, information about 
drug use, sexual abuse, and financial information. We also recovered 
deleted data on two Alpha Smarts at another Local District.  We were 
able to see names, addresses, phone numbers, medical information, 
and other sensitive information. Data on these devices needs to 
be overwritten to prevent old data from being recovered.  Because 
Quick Pads and Alpha Smarts are not and cannot be encrypted, an 
unauthorized user only needs physical access to the device to read the 
data it contains.  

•	 Twelve percent of the laptops with the Office for Technology image 
are not encrypted; despite the fact the current version of the image 
includes full disk encryption. Staff in the Office’s Information 
Security Unit told us some of these might have been issued during 
the initial pilot in 2006 when encryption was not yet required.  
However, in a 2006 report communicating the results of the pilot, 
the Office indicates they anticipated encrypting laptops used in the 
field.  Further, the Standards required the Office to fully encrypt all 
laptops by December 2008. When we inquired whether the Office 
had plans to encrypt the remaining laptops, the Information Security 
Unit did not have a timeline or process to complete this task. Further, 
they did not have procedures for monitoring the encryption status, as 
required by the Standards, nor could they provide encryption reports 
of those devices being used by staff at the Local Districts. 

IT staff at some Local Districts do not know whether the devices they 
purchased, or the devices received from the Office, are encrypted. In 
some cases, Local District officials do not even know who is using the 
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devices or where they are located.  We also found Local Districts’ mobile 
device inventory reports are inaccurate. We found:

•	 One Local District, the New York City Administration for Children’s 
Services, does not retain an accurate inventory of their laptops. This 
Local District, which has multiple offices, reported laptops in one 
location yet they were actually stored in another.

•	 Two Local Districts: NYC Administration for Children’s Services and 
Warren County, could not tell us the number of Quick Pads they have 
and they weren’t sure where they were located.  Three other Local 
Districts could not locate all of their Quick Pads. One of these Local 
Districts, Westchester county was missing 121 Quick Pads while the 
remaining two Local Districts: Orange and St. Lawrence counties 
were missing 25 Quick Pads.

Most Local Districts are rarely or no longer using the Quick Pads in 
their inventory.  At no time did the Office instruct officials at the Local 
Districts to return the devices that are not being used.  In fact, when an 
official at Fulton County inquired what should be done with the unused 
devices, the Office told her to throw them away.  Local Districts should 
be maintaining an inventory of all mobile devices and either return or 
destroy unused devices.  If this is not possible they should, at the very 
least, ensure all confidential information is removed from them.

We surveyed the Local Districts about the guidance they received from 
the Office in securing mobile devices.  Out of the 55 Local Districts that 
responded, 18 stated they did not receive any guidance from the Office 
or only received cable locks for their laptops.  The Office does not have 
a mobile device policy to guide the Local Districts nor does the Office 
require laptops and other mobile devices be encrypted in any of its 
other security policies. The Information Security Officer told auditors 
Local District staff do not store data locally. Further, the Information 
Security Unit believes Local Districts are not required to comply with 
the Standards, which require third party laptops containing personal, 
private, or sensitive State information to be encrypted.

The Information Security Officer should provide sufficient guidance and 
training to Local Districts to ensure they are using mobile devices in a 
secure manner. Local District staff are using and accessing child welfare 
data which is the responsibility of the Office and therefore they must 
ensure this information is protected. Whether this information is on a 
device issued by the Office or purchased by the Local District, the Office 
should implement specific security controls and require encryption of all 
mobile devices transmitting, accessing, or storing caseworker data as it 
can prevent unauthorized users from reading data. 
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The Information Security Officer should develop a mobile device security 
policy to be followed by all staff that perform child welfare activities. In 
addition, the regulations regarding safeguarding confidential information 
maintained by the Office, Local Social Service Districts and other 
authorized agencies do not address the practices being used in collecting 
and storing such information on computer systems.  The Office needs to 
amend its regulations to reflect these new circumstances and to require 
Local Districts to implement security measures to protect confidential 
information on these systems. 

The Information Security Officer stated they are in the process of 
following up with the Local Districts on the unsecured mobile devices 
we identified.  The Information Security Officer reported the Office 
completed the following during the course of our audit: 

•	 Facilitated the return of unused QuickPads and AlphaSmarts. 
Required that any that are used should not store identifying 
information. In addition, the data that is on them should be deleted 
on a regular basis.

•	 Required that any laptop that has not been imaged prior to March 
2007 be re-imaged to ensure encryption.

•	 Required all laptops used in the field to be encrypted to protect 
confidential data that may be contained on them. In addition, each 
user is responsible for verifying the encryption status on the laptop 
they are using. Instructions were provided to demonstrate how to 
verify encryption. 

•	 Provided guidance to the LAN Administrators of the Local Districts 
on how to generate encryption reports.

Staff at Westchester County, have also begun to address some of the 
issues we identified and is replacing the laptops they purchased with 
newly issued encrypted laptops from the Office.  They are also gathering 
all of their unused QuickPads and returning them to the Office.

To the Office: 

1. Regularly communicate with and train staff at Local Districts on 
securing mobile devices used for child welfare activities.

Recommendations
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2. Develop a mobile device security policy to be followed by all staff 
(Office, Local District, and others) that have access to or manage 
child welfare information.

3. Ensure all mobile devices provided by the Office are encrypted. 
Develop procedures for ensuring mobile devices purchased by Local 
Districts are encrypted.

4. Amend current regulations relating to safeguarding of confidential 
information to address the use of computer systems to store such 
information and direct Local Districts to adopt appropriate security 
measures to protect such information.

To the Local Districts 

1. Keep an accurate inventory of mobile devices used for child welfare 
activities.

2. Encrypt or otherwise properly secure all mobile devices. 
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Agency Comments
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*  See State Comptroller’s Comments on page 33.
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State Comptroller’s Comments
1. The title of the report, Mobile Devices with Sensitive Information Are Not Secure, is 

accurate.  We found many mobile devices - laptops, QuickPads and AlphaSmarts - 
that were not encrypted and/or were not secured that contained sensitive information 
and were in use at the Local Districts.  As a result, we were able to access confidential 
information, including pictures of injuries related to investigations, progress notes, and 
files related to court petitions and medical requests from mobile devices being used by 
staff at the Local Districts.  Moreover, we found that three Local Districts were missing 
over 100 devices that could contain unencrypted caseworker data.  We do not find it 
particularly reassuring to note that 12 percent of the laptop devices surveyed did not 
contain full disk encryption.

2. We agree the Office cannot monitor the practices and security measures used by all 
the Local Districts in protecting the security of confidential information.  However, as 
noted in our recommendations, the Office needs to provide guidance to Local Districts 
by developing a security policy for mobile devices as well as implementing standards 
and procedures.

3. We changed the reference from Local Offices to Local Districts and we now indicate 
that they provide child welfare services.

4. Although certain versions of Quick Pads and Alpha Smarts are capable of being 
password protected, we found none of the devices we reviewed at the Local Districts 
were password protected. This further indicates there is a need to provide more guidance 
to the Local Districts on securing  devices used to store confidential information.

5. This recommendation pertains to all mobile devices, not just laptops. 

6. Regulations 357.5 and 428.10 of Social Services Law set forth procedures for safeguarding 
confidential information maintained by the Office, Local Social Services Districts and 
other authorized agencies. In addition, pursuant to sections 136, 372(4) and 422(4) of 
the Social Services Law, information relating to public assistance and care, children, 
and children’s protective services held by public agencies is deemed to be confidential 
and protected by law.  In accordance with its authority under section 20(3)(d) of the 
Social Services Law,  the Office has promulgated regulations, most notably sections 
357.5 and 428.10 ( 18 NYCRR §§ 357.5,428.10), which specifically set forth procedures 
for safeguarding this confidential information maintained by the Office, Local Social 
Service Districts and other authorized agencies.  Due to the fact that governmental 
agencies are now collecting and storing such information on computer systems, the 
Office needs to amend its regulations to reflect these new circumstances and to require 
Local Districts to implement security measures to protect confidential information on 
these systems. The rules of confidentiality apply once information and data are put into 
their systems (mobile devices).

State Comptroller’s Comments
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