Thomas P. DiNapoli, State Comptroller

BNYSL RS

New York State & Local Retirement System

First-Time Sign In to Retirement Online — Selecting Your Security Questions
This guide shows you (as a member, retiree, or beneficiary) how to sign in to Retirement Online for the first time after registering. It also

shows you how to set up your security questions. You will only need to follow these steps the first time you sign in to Retirement Online.
Afterwards, you will only be required to enter your User ID and password.
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Step

Action

On the Retirement Online
Sign In page, click in the
User ID field and enter your
User ID.
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User ID Password Forgot Password
: : Mot enrolled? Register Now

Due to our security . all bers wha reg for a Rets Online scoount before
January 2017 will need to re-register and follow our enhanced security guidelines

Recommended browsers for use with Retirement Online are Intemet Explorer and Google Ghrome.

If you're hawing trouble logging in, please try clearing your browser cach

F oz

reCAPTCHA
Pri

I'm not a robot

vacy - Tesms
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This is a computer system of the New York State Office of the State C - Access s permitted only to ized users: ized or improper use is prohibited and may result in the
revocation of sccess, disciplinary action, and/or civil and criminal penalties. Ini:nllmmn on this system may be monitored, recorded, audited. and disclosed to authorized personnel for official

purgases. By using this websita, you cansant to the calleotion and use of infamation &= szt forth harein Rairement Orline Frivacy Paliey. Use of this system indisstes your awsrensss of snd
consent to these terms and conditions.
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Step Action

@ Click in the Password field -
@ https://nysretirementonlineose. 0 = & || @ Customer Login
and enter your password.

NYSLRS Home Contact Us
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purposes, your password
will appear as black dots as

you type. Retirement Online
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@ Check the box next to I'm

not a robot. User ID Forgot ID Forgot Password
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Not enrolled? Register Mow

Due to our ‘securi all Lt who i Online account before
January 2017 will need to re-register and follow our enhanced sewnly Pt

F{Emmmanded browsers for use with Retirement Online are Internet Explorer and Google Chrome.

If you're having trouble logging in, please try dlearing your browser cache.
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Step

Action

Sign In

Click the Sign In button.

tirementonline,
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Retirement Online

Members - Retirees - Beneficiaries

User ID Forgot ID Password Forgot Password
CREDENTIALS@ME.COM

Not enrolled? Register Mow

Due to our ‘securi all Lt h fora Online account before
January 2017 will need to re-register and follow our enhanced security guidelines.

Recommended browsers for use with Retirement Online are Intermet Explorer and Google Chrome.
If you're having trouble logging in, please try dlearing your browser cache.
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Step

Action

The ‘Choose Your Security
Code Delivery Method’
pop-up will appear.

Select the appropriate
option to indicate the way
you want to receive your
security code.

P
|

Note: Depending on how
you set up your account,
you may have different
options.

Click the Next button to

Mext

receive your security code.
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Retirement Online ‘
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Choose Your Security Code Delivery Method

We do not recognize the device that you are using to log in and need to
send you a Security Code. Please select how you would like to receive
Mot enrolled? Register Now our Security Code and click "Mext.

Due to our enhanced security measures, sll mem 5 Texl Message to XXX-X00X-1202
January 2017 will need to re-register and follow o

Recommendad browsars for use with Retirement On) O woice Call to XO04-XXX-1202
Hf you're having frauble logging in, plesse fry clearing yd
Note: Standard message and data rates may apply
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Step

Action

The ‘Enter Your Security
Code’ pop-up box will
appear. Click in the
Security Code field and
enter the code you
received.

Note: If you did not receive
a security code by the
method requested, click
the Request Another
Security Code link.

Click the Submit button.

& https://nysretirementonline.osc. O ~

< | @& Customer Login
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A Security Code has been sent to you using the delivery method you chose.

Once you have received your Security Code, please enter it in the field
User ID Forgot 1D below.

123456
Nat enrolled? Regisiel 7 Request Another Security Code
Due to o (O] ing i
J:mwznﬁmu = security Ishsm i ..:.I am logging in from a public device.
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will be navigated automatically.
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Action

The NYSLRS Security
Agreement & Terms of
Service page will appear.
Read the ‘Security
Agreement’ section, and
scroll down to the bottom
of the page.

-
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Help Contact Us
NYSLRS Security Agreement & Terms of Service
Please review the following and acknowledge the Terms & Service Acceptance at the bottom of the page.
Security Agreement
NYLSRS is committed to protecting your confidential member information and has taken extra steps to ensure your information is protected
To continue the registration process, you must review and agree to the NYSLRS® Security Agreement and Terms of Service. The Security
Agreement includes responsibilities for both NYSLRS and you. Following these guidelines will help ensure your personal information remains
protected.
Last Revised: May 2015
NYSLRS Responsibilities
= NYSLRS will use Internet security technology to protect your online information, including data encryption in accordance with
industry standards, pregram time-outs, and password authentication.
- Every attempt is made to provide access to accurate information at all times. However, NYSLRS accepts no responsibility for
problems that occur as a result of interruption, inability to access the service for any reason, or user error.
= Submission of your email address is required to create an account. NYSLRS will use your email address for NYSLRS business
purposes only.
Your Role In Security v
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Action

Check the box next to ‘By
checking this box...”

H

Note: The Accept button
will not appear until you
click this checkbox.

@@‘ ® https://r5wl0.osc.state.ny.us:3003/psg O ~ & ” % Customer Login ‘ | {‘3}‘
= Avoid accessing your account from a public computer such as a library, hotel, Internet cafe, etc P
= This Security Agreement and the Terms of Service below are subject to change, at which point you will be prompted to review

and agree to the latest version the next time you log in.
Terms of Service
1. WELCOME G
The New York State Office of the State Comptroller ("OSC") welcomes all Users to the OSC Online Services ("Services"). OSC
provides these Services subject to the following Terms of Service ("TOS"). The TOS may be updated by OSC from time to time
without notice. The most current version of the TOS is accessible by clicking the link at the bottom of every page.
When using particular OSC owned or operated services, all Users are subject to any terms of service, guidelines or rules applicable
to such services that are posted on the respective Services pages. All such terms of service, guidelines and rules are hereby
incorporated by reference into the TOS.
Unless explicitly stated otherwise, any new features that augment or enhance the current Services, including the release of new
OSC applications, will be subject to the TOS.
2. DEFINITIONS
The following defined terms are applicable to this TOS Agreement: 4
y hecking this box I ack vdedge that | have reviewed and agree to the Terms of Service.
ACCEDT
® Mew York State Office of the State Comptroller
(¥]
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Step

Action

Click the Accept button to
continue.

I@@| ¥ hitps://rSwll.osc.state.ny.us:B003/psp 2 ~ & || % Customer Login x | | 27 i
- Don't walk away from your computer if you are in the middle of a session. Log out and completely shut down your browser first. ~
= Avoid accessing your account from a public computer such as a library, hotel, Internet cafe, etc.
= This Security Agreement and the Terms of Service below are subject to change, at which point you will be prompted to review

and agree to the latest version the next time you log in.

Terms of Service

1. WELCOME ~
The New York State Office of the State Comptroller ("OSC") welcomes all Users to the OSC Online Services ("Services"). OSC
provides these Services subject to the following Terms of Service ("TOS"). The TOS may be updated by OSC from time to time
without notice. The most current version of the TOS is accessible by clicking the link at the bottom of every page.
When using particular OSC owned or operated services, all Users are subject to any terms of service, guidelines or rules applicable
to such services that are posted on the respective Services pages. All such terms of service, guidelines and rules are hereby
incorporated by reference into the TOS.
Unless explicitly stated otherwise, any new features that augment or enhance the current Services, including the release of new
OSC applications, will be subject to the TOS.
2. DEFINITIONS
The following defined terms are applicable to this TOS Agreement:

king this box | ack vedge that | have reviewed and agree to the Terms of Service. e

ACCEDt
® Mew York State Office of the State Comptroller
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Step

Action

The Manage Security
Questions page will appear.
Please select, answer, and
confirm answers to seven
different security
questions. These questions
will be used to verify your
identity if you forget your
User ID or Password in the
future. Select the Choose
Questions drop-down to

select a question.
I v

Note: Once you select a
question from the list, it
will not appear again.

b’ l‘hnps r

0.0sc.state.ny.us:8003/ O ~ & C© “ $ NY_SS_REG_GBL

Lt

Retirement Online

characters

Manage Security Questions

*Choose Questions *Answer

[2)

Please select and answer seven Security Questions below. These Questions will be used to verify your
identity should you forget your User Id or Password in the future. All answers must contain at least 3

*Confirm Answer

Save

‘ ‘\-,\'ﬂ: I \ S Thomas P. DiNapoli
State Comptroller
NYSLRS Website « Help Contact Us
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Step Action
@ Click in the Answer field B L]
(= | 3 https://15wl0.0sc.state.ny.us:8003/ O ~ @ C | % NY_SS_REG_GBL ok
and enter the answer to .
the question. ‘ '
| | Retirement Online
8 ‘ \\\'/E )‘ I : .,' Thomas P. DiNapoli
State Comptroller
Note: Your answer must be NYSLRS Website » Help Contact Us
at least 4 characters. For Manage Security Questions
securlty purposes, your Please select and answer seven Security Questions below. These Questions will be used to verify your
answer will appear as black icdhear:taité:gould you forget your User Id or Password in the future. All answers must contain at least 3
dots as you type.
*Choose Questions *Answer @ *Confirm Answer
‘ V| [Feees |
‘ v
\ vl
[ ]
‘ ~
‘ %
‘ %
< >
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Step

Action

Click in the Confirm
Answer field and reenter
the same information you
entered in the Answer field
for this question.

Note: For security
purposes, your answer will
appear as black dots as you
type. If your answers do
not match, you will receive
an error message and will
need to retype your
answers.

Repeat steps 12 through 14
until you have seven
complete security
questions and answers.

Q | 3 https://r5wl0.osc.state.ny.us:8003/ O ~ @& & ” % NY_SS_REG_GBL

Retirement Online
BNYSLRS

NYSLRS Website =

Manage Security Questions

Thomas P. DiNapoli
State Comptroller

Help Contact Us

Please select and answer seven Security Questions below. These Questions will be used to verify your
identity should you forget your User Id or Password in the future. All answers must contain at least 3

characters

*Choose Questions

“Answer

*Confirm Answer @

Save
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Step Action
@ Click the Save button to - R
. Q \'_f“) 3 https://15wl0.osc state.ny.us:8003/ O ~ @& & H ¥ NY_SS_REG_GBL | ‘ {0} 2y £o3
continue. - —
Save Retirement Online
_ BNYSLRS Thomas P. DiNapoli
o State Comptroller
Help Contact Us
%
Manage Security Questions
Please select and answer seven Security Questions below. These Questions will be used to verify your
identity should you forget your User Id or Password in the future. All answers must contain at least 3
characters
*Choose Questions *Answer *Confirm Answer
[ v| [sssss sssss
[ V| [sssssssss ssssssase
‘ v| ssssss
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Step

Action

The Retirement Online
Account Homepage will
appear.

You have now completed
selecting your security
questions and have signed
in to Retirement Online for
the first time.

$ NY_IH_ME_MYPROFILE

Retirement Online

Thomas P. DéNanol

State Comptrolier

) act Us
You are signed in as Amy B Sign out

Welcome, Amy! You have one Member account

My Profile Information View Account Summary

@ ' want to

Name: update Mako a Reguest View My Schaduded Events
| NYSLRS 10 Change My Password Find Documents
| ssn Manage My Securfty Protse See NYSLRS News
|
| Date of Burth Generate Morigage Versicadon Lotter
Sex:
Avens; wpase Notifications
Telophone: update
| Emant update

| You have no NONCaticns #1 i Wme
Remember % penodcaly review and update your emad address. as ¢

witl Bo used 10 pe

NOMACASONS roQaang Changes of

updates 10 your S coount
Contact by E-mad update
Member Annual update

| Statement by:
|

My Account Summary
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